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Defense Nuclear Security Lessons Learned Center

s Purpose
Provide a centralized infrastructure
that will promote the sharing and
utilization of security-related
lessons learned information
gained from operating experiences
across the DOE/NNSA Complex.
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Defense Nuclear Security Lessons Learned Center

= Background
 Established/funded by the Office of Defense Nuclear Security
(NA-70) in February 2007
 Operational since August 2007
 Developed for security users across DOE/NNSA Complex

@ Livermore

Kansas City.
@ Nevada P

Los Alamos
e
Albuquergqueg 5
Sandia Pantex

Y12 o

e Savannah
River

® Site Office
® Service Center
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Defense Nuclear Security Lessons Learned Center
= Points of Contact

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to

Ensure National Security

Points of Contact
Kathy Sumbry-Wilkins | ksumbry-wilkins@doeal.gov | Albuquerque Service Center
Amber Bullard adbullar@pantex.com BWXT Pantex
Kyle Singleton ksinglet@pantex.com BWXT Pantex
Anthony George ageorge@kcp.com Kansas City Site Office
David Aron dave aron@oak.doe.gov Lawrence Livermore National Laboratory

Diane Menapace

dmenapace@doeal.gov

Los Alamos Site Office

McCloskey, Stan mccloskeys@nv.doe.gov Nevada Site Office

John O'Brien jobrien@pantex.doe.gov Pantex Site Office

Randy Kubasek rkubasek@doeal.gov Sandia National Laboratory

Diane Powell diane.powell@nnsa. srs.gov Savannah River Site Office

Lee Prim lee.prim@srs. gov Washington Savannah River Company
Debbie Hunter hunterdl@y12.doe.gov Y-12
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Defense Nuclear Security Lessons Learned Center

m Operating Procedures

« Serve as the central clearinghouse to:

Collect

\4

Screen

\4

Develop

Communicate

Report

\4

Trend
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Defense Nuclear Security Lessons Learned Center

m Infrastructure

 Database

» Microsoft Access database maintained by DNS-LLC for archiving,
tracking, trending and reporting Operating Experiences

» Compatible with the Office of Health, Safety and Security (HSS)
database (DOE Corporate)

> DNS-LLC uploads to HSS for posting to DOE Corporate (June 9)
 Webpage

> Web-based Homepage available on open network — linked to HSS
and other DOE/NNSA websites

» Timely posting and dissemination of security communications
* Help Desk
» Call-In and E-Mail Resource Center
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Defense Nuclear Security Lessons Learned Center

» Program Drivers and Integration

e Primary Drivers
— DOE Standard 7501-99 — The DOE Corporate Lessons Learned Program
— DOE 0O 226.1A — Implementation of Department of Energy Oversight Policy

— DOE Order 210.2 - DOE Corporate Operating Experience/Lessons Learned
Program (OEC)

— Memo (20 November 2007 from D’Agostino) — Expectations for NNSA
Regarding DOE O 210.2

e Coordination and Integration
— DOE Corporate — Office of Health, Safety and Security (HSS)
— DOE OEC Coordinator & Operating Experience Working Group
— Energy Facility Contractors Group (EFCOG)
— Security Awareness Special Interest Group (SASIG)
— Training Manager’'s Working Group (TMWG)
— DOE National Training Center (NTC)
— ASIS International
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Defense Nuclear Security Lessons Learned Center

- DNS-LLC Process

« DOE/NNSA Submittals
e Lessons Learned

* Best Practices

¢ Success Stories

* Alerts
* HSS Corporate OEC

» External Data Collection
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Defense Nuclear Security Lessons Learned Center

s Website

e http://dns-lessons.lanl.qgov/

STAFF
Patty Blount
(505) 667-5181

Bethany Redmond
(505) 606-1533

Antonette Serrano
(505) 667-0233

David Mullen
(505) 665-1011

emal: dns-
lessons@lanl. gov

0196

Web Contact

Help Desk: (505)665-

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to
Ensure National Security

Defense Muclear Security
Lessons Learned Center

The Office of Defense Nuclear Secunity established the Defense
Muclear Security Lessons Learned Center (DNS-LLC) at Los
Alamos Mational Laboratory to encourage and facilitate the
sharing of lessons-leamed data on phyaca secunity -related
igsues. This center wall help users from across the NNSA
complex identify and implement effective solutions to vanious
secunty 1ssues.

The center provides arepostory and forum for shaning innovative
new tools and practices to address common securnity 1ssues,
improve the efficiency ofthe secunty program, and help prevent
secunty incidents. To better develop and implement policies,
procedures, and systems that will better manage secunty nsk, the
center provides secunty experts with access to information about
real-world security successes

WHAT' S NEW! |

Newt Dig you know how to avoid copyright infringement?
Click here to read how to avoid prosecution and minimize
the risks to your computer by ensuring you have
permission to use any copyrighted information and only
download authorized files. (4/11/08)

| LESSONS LEARNED DATA |

Search DOE Corporate Database
Search DMS-LLC Synopas
Reports

Security Communications

Top of page

MEETINGS & EVENTS

Advanced High-Risk Dignitay
Protection Course

DOE/NNS A Secunty
Workshop

Important Dates

DOCUMENTS & TEMPLATES

How To Create a LL Document
DMS-LLC Handbook (pdf)
DMNS-LLC User's Guide (pdf)
DWS-LLC Brochure (pdf)

DNS-LLC Certificate of
Recognition (pub)

Lessons Learned Template
(doo)

Best Practice Template (doc)
Success Story Template (doc)

DOE COMPLEX NEWS

Sept. 2007 NNSA Newsletter
(pdf)
Secunty News & DOE sites

NNSA Mews Flash about DNS-
LLC (pdf)
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Defense Nuclear Security Lessons Learned Center

B Handbook
— Templates

Septernbe'r"ﬁi 2007
Version 1.0 ~g
—_—

=
e
P«
0
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Defense Nuclear Security Lessons Learned Center

m User’'s Guide

Defense Nuclear Security
Lessons Learned Center
User’s Guide

LA-UR-07-6254
September 2007
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Defense Nuclear Security Lessons Learned Center

m Brochure
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Defense Nuclear Security Lessons Learned Center
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- O r I I l S I e Obtain ADC Review Prior to Dissemination LEARNED
o DEFENSE NUCLEAR SECURITY G

LESSONS LEARNED CENTER (DNS-LLC)
Success Story Submittal Ferm

L] L
| I oy UNCLASSIFIED ONLY
i LEssoNs
D e S C r I p t I O S e Obtain ADC Review Prior to Dissemination )

lt‘

- ;
- DEFENSE NUCLEAR SECURITY
LESSONS LEARNED CENTER (DNS-LLC)
Best Practice Submittal Form

« Common to all document =
types
— Topical/Sub-Topical Area
— Date
— Originator
— Site
— Publish Anonymously
— Title
— Facility/Site POC

— Authorized Derivative
Classifier

— Reviewing Official

Tapica UNCLASSIFIED ONLY

Sub Topica i
M‘ -F‘,.: Obtain ADC Review Prior to Dissemination
= DEFENSE NUCLEAR SECURITY
LESSONS LEARNED CENTER (DNS-LLC)
Lessons Learned Submittal Form

ooo

z
B
B
H
]

Tapicall Date: 1D #: o e completed by LLS)
Originator:
Site:
Anonymous Submittal:  [] Yes
Title:
Facility/ Site Point of Contact:
Authorized Derivative Classifier:
Reviewing Official:

3
O g Doo§  ooo oo ooo oo

Discussion of Activities:

| |
Lesson Learned Summary:
| |
Analysis:
| |
Recommended Actions:
|

Estimated Savings / Cost Avoidance:

ords:
| |
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Obtain ADC Review Prior to Dissemination
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Defense Nuclear Security Lessons Learned Center
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== UNCLASSIFIED ONLY LLESSONS
- eS S O I I e ar I l e f Obtain ADC Review Prior to Dissemination LE ‘E
DEFENSE NUCLEAR SECURITY Ui,
LESSONS LEARNED CENTER (DNS-LLC)

Lessons Learned Submittal Form

4

e Discussion of Activities

e Lesson Learned Summary S

Facility/ Site Point of Contact:

e Analysis

« Recommended Actions

» Estimated Savings/Cost Avoidance
« Keywords

Authorized Derivative Classifier:
Reviewing Official:

Discussion of Activities:

Lesson Learned Summary:

Analysis:
U s Recommended Actions:
TELLIGENCE
NUCLEAR MATERIALS CONTROL & Estimated Savings / Cost Avoidance:

ACCOUNTABILITY

Keywords:

UNCLASSIFIED ONLY
Obtain ADC Review Prior to Dissemination
Page 1 of 1
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Defense Nuclear Security Lessons Learned Center

Best Practice

_» Keywords

Brief Description of Best
Practice

Why the Best Practice was used

What are the benefits of the
Best Practice

What problems/issues were
associated with the Best
Practice

Description of the
process/activity using the Best
Practice

Estimated Savings/Cost
Avoidance

UNCLASSIFIED ONLY [LESSONS
Obtain ADC Review Prior to Dissemination

-
':'..:: CENTER
= DEFENSE NUCLEAR SECURITY
LESSONS LEARNED CENTER (DNS-LLC)
Best Practice Submittal Form

Topicall Date: 1D #: (10 b complated by LLC)

Sub Topical Area Originator:
Site:

Publish Anonymously: [ ¥es

Facility/ Site Point of Contact:
Title:

Authorized Derivative Classifier:
Reviewing Official:

Brief Description of Best Practice:

Why the Best Practice was used:

What are the benefits of the Best Practice:

ociated with the Best Practice:

EHES What problems/ issues were ass

UNCLASSIFIED ONLY
Obtain ADC Review Prior to Dissemination
Page 1 of 1
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Defense Nuclear Security Lessons Learned Center

= Success Stor
Obtain ADC Review Prior to Dissemination

DEFENSE NUCLEAR SECURITY
LESSONS LEARNED CENTER (DNS-LLC)

e Overview of Success Story Secoeas Sy kil Frm

Topicall Date: 1D #: (10 b compioted by LLC)
Sub Topical Area

* Challenge == | SO
e Solution : ::lf[ims,-m P o o

* Results

» Estimated Savings/ Cost

%

Derivative Cl

Reviewing Official:

Overview of Success Story:

Avoidance |
« Keywords N\

Estimated Savings / Cost Avoidance:

UNCLASSIFIED ONLY
Obtain ADC Review Prior to Dissemination
Page 1 of 1
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Defense Nuclear Security Lessons Learned Center

e DNS-LLC Process

Inputs Process

« DOE/NNSA Submittals * Collect
« Lessons Learned * Screen
« Best Practices * Develop
« Success Stories « Communicate

Report
Trend

* Alerts
* HSS Corporate OEC

Tools &
Technigues

» External Data Collection

« Statistical Analysis
* Writing
* Editing
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Defense Nuclear Security Lessons Learned Center

m Process

Verification
Prioritization
Evaluation
Clarification
Communication
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Defense Nuclear Security Lessons Learned Center

x Application of Statistical Analysis
Techniques

Control Charts
Pie Charts
Bar Charts
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Defense Nuclear Security Lessons Learned Center

x Quarterly Reports

Defense Nuclear Security Lessons Learned Center
2nd Quarter FY08

Defense Nuclear Security Lessons Learned Center

2nd Quarter FY08
= Status Report - January 1 to March 31, 2008
+ Documents Submitted/Processed through DNS-LLC

= Website Activity — January 1 to March 31, 2008

YV
€

NISA

Defense Nuclear Security Lessons Learned Center

Defense Nuclear Security Lessons Learned Center
2nd Quarter FY08

2nd Quarter FY08

= Status Report — January 1to March 31, 2008
+  Help Desk Activity

= Status Report = January 1 to March 31, 2008
= Website Activity by Quarter - Mean Daily Activity
Nervada Site Office Sandia National Lab
1
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Defense Nuclear Security Lessons Learned Center

= Human Performance Improvement

* Incorporate HPI into Lessons Learned via training and
communications
e Incidents of Security Concern

— When is HPI desired? Required?
« High consequences — Low frequency (IMI 1s)
e High frequency — Low consequences (IMI 4s)
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Defense Nuclear Security Lessons Learned Center

e DNS-LLC Process

_ « Collect » Website

« DOE/NNSA Submittals < Communications

* Screen

 Lessons Learned Sevel « Email Distributions

. )  Develop
Best Practices * Quarterly/ Annual

« Communicate Reports

¢ Success Stories

Report
Trend

* Alerts
* HSS Corporate OEC

» Postings to HSS
website

» Evaluations and Self-
Assessments

Tools &
Technigues

» External Data Collection

« Statistical Analysis
* Writing
* Editing
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Defense Nuclear Security Lessons Learned Center

= Communication
* Provide information to the right audience in a timely manner
» Utilize a structured approach to push/pull information
— Information must be able to flow in multiple directions

— Cannot just rely upon a top-down approach, must also
encourage a bottom-up approach

« How is information communicated /collected at other sites

Slide 23
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Defense Nuclear Security Lessons Learned Center

s Communication Products
 Website
 What's New
 CSI
e Tips
e Security Smarts
e Synopsis
e Quarterly Reports
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Defense Nuclear Security Lessons Learned Center

STAFF

Defense Nuclear Security

[ Webs | te e Lessons Learned Center

Bethany Redmond . .
(505) 606-1533 Sharing Experiences to

e http://dns-lessons.lanl.qgov/ Atnete Satrano Ensure National Security

(505) 667-0233

MEETINGS & EVENTS

David Mullen Defense Nuclear Security
Lessons Learned Center Advanced High-Risk Dignitary
: T The Office of Defense Nuclear Security established the Defense Protection Course
About Us Contacts Site Map FAQ's Links Nuclear Security Lessons Learned Center (DNS-LLC) at Los DOE/NNS A Security
Alamos Mational Laboratory to encourage and facilitate the Warkshop

sharing of lessons-leamed data on physica security-related

Defense NUCIea r Secu rity ; issues. This center will help users from across the NNSA Important Dates

complex identify and implement effective solutions to vanious

Lessons Learned Center S

The center provides arepository and forum for sharing innovative ~ How To Create a LL Document
new tool Ean:f}gacﬁces t;ﬂaddmss common securitg;lzims, DNS-LLC Handbook (pdf)
improve the efficiency ofthe security program, ani revent :

3 . B schrity incidents. T;chmr dwdo?agd iizplunmt p oﬁgcs, DNS-LLC User's Guide (pdf)
Secu rlty Communications procedures, and systems that will better manage secunity nisk, the DWS-LLC Brochure (pdf)
center provides secunty experts with access to information about DHNS-LLC Certificate of
real-world security successes Recognition (pub)

Lessons Learned Template

. Security Smarts

WHAT' S NEW! | (do C-J
Newt Dig you know how to avoid copyright infringement? Best Practice Template (doc)
. ) ) Click here to read how to avoid prosecution and minimize Success Story Template (doc
« CS8l: Contemplating Security Incidents the nisks to your computer by ensuring you have g PlateE)
permission to use any copyrighted information and only " DOE COMPLEX NEWS

download authorized files. (4/11/08)
Sept. 2007 NNSA Newsletter
| LESSONS LEARNED DATA | (Pdﬁ

. Security Tips SR T Secunty News & DOE sites
e YRS RS NNSA News Flash about DNS-

Search DNS-LLC Synopsis LLC (pdf)

Ba
Security Communications

. Other Security Communications

Top of page

Web Contact

T VA J =]
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Defense Nuclear Security Lessons Learned Center

m What's New

WHAT' S NEW!

News Do you know how to avoid copyright infingement?
Click here to read how to avoid prosecution and minimi ze
the risks to your computer by ensuring you have
permission to use any copyrighted information and only
download authonzed files. (4/11/08)

STAFF
Patty Blount
(505) 667-5181

Bethany Redmond
(505) 606-1533

Antonette Serrano
(505) 667-0233

David Mullen
(505) 665-1011

emal: dns-
lessons@lanl. gov

0196

Help Desk: (505)665-

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to
Ensure National Security

Defense Muclear Security
Lessons Learned Center

The Office of Defense Nuclear Secunity established the Defense
Muclear Security Lessons Learned Center (DNS-LLC) at Los
Alamos Mational Laboratory to encourage and facilitate the
sharing of lessons-leamed data on phyaca secunity -related
igsues. This center wall help users from across the NNSA
complex identify and implement effective solutions to vanious
secunty 1ssues.

The center provides arepostory and forum for shaning innovative
new tools and practices to address common securnity 1ssues,
improve the efficiency ofthe secunty program, and help prevent
secunty incidents. To better develop and implement policies,
procedures, and systems that will better manage secunty nsk, the
center provides secunty experts with access to information about
real-world security successes

Web Contact

| WHAT' S NEW! |

Newt Dig you know how to avoid copyright infringement?
Click here to read how to avoid prosecution and minimize
the risks to your computer by ensuring you have
permission to use any copyrighted information and only
download authorized files. (4/11/08)

| LESSONS LEARNED DATA |

Search DOE Corporate Database
Search DMS-LLC Synopas
Reports

Security Communications

Top of page

MEETINGS & EVENTS

Advanced High-Risk Dignitay
Protection Course

DOE/NNS A Secunty
Workshop

Important Dates

DOCUMENTS & TEMPLATES

How To Create a LL Document
DMS-LLC Handbook (pdf)
DNS-LLC User's Guide (pdf)
DWS-LLC Brochure (pdf)

DNS-LLC Certificate of
Recognition (pub)

Lessons Learned Template
(doo)

Best Practice Template (doc)
Success Story Template (doc)

DOE COMPLEX NEWS

Sept. 2007 NNSA Newsletter
(pdf)
Secunty News & DOE sites

NNSA Mews Flash about DNS-
LLC (pdf)
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Defense Nuclear Security Lessons Learned Center

s Security Smarts

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to

Ensire National Security

Ensure National Security

4

Ensure National Security *

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to
Ensure National Security

Naverrber 2007

Be Security Smart!
Official Use Only

Official Uss Only (OLIO) is intendad to ba viewed only by those individuaks with a nesd-to-know

Official Usa Only must be unclassfied and must maat both of the follawing criteria

* Has the potential fo damage govarnment, commercial, of private intérests i disseminated to people who do nol need
the information to perform their jobs or other DOE-authorized activities. and

= Falls undar at lgast one of sight Exemptions 2 through 3 of the Fraedom of Information Act
{2-Circumvention of Statute; 2-Statutory Exemption; 4-CommercialPropristary, 5-Privileged Information;
B-Personal Privacy, 7-Law Enforcement; 8-Financial Instilufions, 8-Walis).

IDENTIFYING

If the document is unclassiied, as determined by an Authonzed Derivative Classifiar (ADC), determine the following

» Doas it contain inf) in an app d DOE classification guide as Oficial Use Only? i so, ansure
the markings below are applied and the classification guide is cited

= If guidance doss not require an OUO marking, does the documant contain unckassfied infomation ralating to any of
the Tollowing aight e xemptions lsted above? I so, dogs the potential for damage as described above axist? Il yes,
then OLID markings may be applied but the “quidance” ling is lafl blank

Note: no gpeciic suthony is requied o make an OUD determination, edher by gudance or by catlegoly and demage

delermnation

N G

Mark tha front page of decuments
with the following marking:

Mark each subsequant page Official Use Only or, i
space is limiled, use tha OUO acronym on the
bettom of the page

OFFICIAL USE OMLY

My be xempt from public
reease Lrder the Freedom of
Information Ad (SUS.C 552),
oxemgion and

calEgmry.

Dopatment of Enoegy mvew.
respred Belone publc release

Namedong
Diater

Guidance
{if appll cable s

Ermail messages must indicate OUO on the first ine before the
body of the text. Email messages must also indicate when
attachments contain OUO information

Nale: both the exemption number
and the calegory name must be
enlered

Ensure OUD ISEIOiGHI markad and imlacleu .

rreend organtzaon

using unauthorized files could have sacurty
Biour computer, make sure you have penmission

rration without permission from the persan of
ding &N Mage of caroon on you web site or in
fre are all common copyright violabions. Vhile

8 lpgal and secunty implications.

hing?

. & document, a chart, an application), search
Bike, or reproduce. Most vweb sites have a “terms
fration from tho sto (soe | FTs 1

6 el ectronic

ol foreign inteligonce
B preonizy on- soqui
Ml and propratary) Although
it vazod Tha threat you fac
B8E: servornl wspedts of the 0 of M forsign
I8l provicde descriptions of addibenal potential
lighes e (nnest, and describe the scions you

Hlection nctvises. Mamy
Sovemimant and

% an officsl US

J8ils s corversations without thaw knowladge to
6 the stratege postioning of an unabirusve
pidiicunl devices.

105 feal sacure and e mone kel to talk

it ar sportation, restaurants, bars. and meating

JiE-an b wsed in conunction with cvert devices

This method is

Pk
ihe sie's contact mformation or privacy podicy.
Bre interested in using

Bna sudience. You may slso have lo adhere 1o
0 to use or how the nformabion is presented
s unclesr, contact the indhidual  or

JoF st ribute inforrmation, you risk legsl acion

Bl of all references to costly fines. Dapending
b To offsat thair own court costs and the money
{ihry increase the prices of their producs

brks that offer unmshorized downloads (music,
ould infect your computer once € was
and Linglarsian) dder
flssa you wouldn't know thi sourcs of idantity of
fiot be able o easily identify or remove it
ifitad as discounted software in spam email
R Spam for more information ),

B systerms and porsonal slectronic devices.,
J8Sy vulnoratile because most afe government

Jant:
jman tored

U 8nd pocsby twesk commercisly svsdable

ty Smart!

T
el

R AND YOUR RESPONSIBILITIES

o -
JEiast v Fousovess 10 Riront Usaimias. Bivvion
s "

-t P

Pk our crpanization’s traned professionals

y betaves. The tipws of
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Defense Nuclear Security Lessons Learned Center

s CSI: Contemplating Security Incidents

ty
Lessons Learned Center
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Defense Nuclear Security Lessons Learned Center

s Other Security Communications

Defective Ammunition Alert

Sensitive Medra Awareness

Human Performance Philosophy

FBI Issues Valentine"s Day Email Warning

Integrating Security With

Projects & Mission Changes

SECURITTY

Slide 29

7 YA L35
UNCLASSIFIED VA N~




UNCLASSIFIED

Defense Nuclear Security Lessons Learned Center

s System Evaluations

 HPI Feedback
 Program Effectiveness
 Continuous Improvement
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Defense Nuclear Security Lessons Learned Center

m Successes

* Integration and Participation with existing Operating Experience
Programs

« HSS Compatible — Corporate

« 11 Operating Experiences Received/Processed

e 7904 hits on website

« 1191% Increase in Email Distribution List contacts

e Targeted distributions -~ » ! -
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Defense Nuclear Security Lessons Learned Center

s Challenges
— Integration of DOE O 210.2 into site

specific programs

— Utilize DOE/NNSA Security ] WARN I NG W

Operating Experiences as part of the
Work Planning process

— Build into management/employee
training

CHALLENGES
AHEAD

A J
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Defense Nuclear Security Lessons Learned Center

O Opportunlty

Worker Recognition
« Integration With New Organizations
* Integrated Working Groups
» Customer Driven Data Collection
and Reporting
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Defense Nuclear Security Lessons Learned Center

m  Workshop Feedback

Defense Nuclear Security
Lessons Learned Center

Sharing Experiences to
Ensure National Security

DOE/NNSA Security Workshop Evaluation

What was the most valuable aspect of this
year’s Security Workshop

If the Security Workshop is held again next year, what are your suggestions for the following:

Venue:

Duration of Workshop:

Guest Speakers:

Topical Areas:

Additional comments and feedback:
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Defense Nuclear Security Lessons Learned Center

s Questions
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