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Defense Nuclear Security Lessons Learned Center

DOE/NNSA Security Workshop
Las Vegas, Nevada

May 8, 2008

Presenters: Patty Blount – Center Lead,
David Mullen, and Bethany Redmond
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Defense Nuclear Security Lessons Learned Center

Purpose
Provide a centralized infrastructure 
that will promote the sharing and

utilization of security-related
lessons learned information 

gained from operating experiences 
across the DOE/NNSA Complex.
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Defense Nuclear Security Lessons Learned Center
Background
• Established/funded by the Office of Defense Nuclear Security      

(NA-70) in February 2007
• Operational since August 2007
• Developed for security users across DOE/NNSA Complex
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Defense Nuclear Security Lessons Learned Center
Points of Contact
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Defense Nuclear Security Lessons Learned Center

Operating Procedures
• Serve as the central clearinghouse to:

Communicate Report Trend

Collect Screen Develop
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Defense Nuclear Security Lessons Learned Center

Infrastructure
• Database  

Microsoft Access database maintained by DNS-LLC for archiving, 
tracking, trending and reporting Operating Experiences
Compatible with the Office of Health, Safety and Security (HSS) 
database (DOE Corporate) 
DNS-LLC uploads to HSS for posting to DOE Corporate (June 9)

• Webpage
Web-based Homepage available on open network – linked to HSS 
and other DOE/NNSA websites
Timely posting and dissemination of security communications

• Help Desk
Call-In and E-Mail Resource Center
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Defense Nuclear Security Lessons Learned Center

Program Drivers and Integration
• Primary Drivers

— DOE Standard 7501-99 – The DOE Corporate Lessons Learned Program
— DOE O 226.1A – Implementation of Department of Energy Oversight Policy
— DOE Order 210.2 - DOE Corporate Operating Experience/Lessons Learned 

Program (OEC)
— Memo (20 November 2007 from D’Agostino) – Expectations for NNSA 

Regarding DOE O 210.2

• Coordination and Integration
— DOE Corporate – Office of Health, Safety and Security (HSS) 
— DOE OEC Coordinator & Operating Experience Working Group 
— Energy Facility Contractors Group (EFCOG)
— Security Awareness Special Interest Group (SASIG)
— Training Manager’s Working Group (TMWG)
— DOE National Training Center (NTC)
— ASIS International
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• DNS-LLC Process

Inputs Tools & 
Techniques

• DOE/NNSA Submittals

• Lessons Learned

• Best Practices

• Success Stories

• Alerts

• HSS Corporate OEC

• External Data Collection

Defense Nuclear Security Lessons Learned Center
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Defense Nuclear Security Lessons Learned Center

Website
• http://dns-lessons.lanl.gov/

http://dns-lessons.lanl.gov/
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Defense Nuclear Security Lessons Learned Center

Handbook
— Templates
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Defense Nuclear Security Lessons Learned Center

User’s Guide
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Defense Nuclear Security Lessons Learned Center

Brochure
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Defense Nuclear Security Lessons Learned Center

Forms & Field 
Descriptions
• Common to all document 

types
— Topical/Sub-Topical Area
— Date
— Originator
— Site
— Publish Anonymously
— Title
— Facility/Site POC
— Authorized Derivative 

Classifier
— Reviewing Official
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Defense Nuclear Security Lessons Learned Center

Lesson Learned
• Discussion of Activities
• Lesson Learned Summary
• Analysis
• Recommended Actions
• Estimated Savings/Cost Avoidance
• Keywords
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Defense Nuclear Security Lessons Learned Center

Best Practice
• Brief Description of Best 

Practice
• Why the Best Practice was used
• What are the benefits of the 

Best Practice
• What problems/issues were 

associated with the Best 
Practice

• Description of the 
process/activity using the Best 
Practice

• Estimated Savings/Cost 
Avoidance

• Keywords
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Defense Nuclear Security Lessons Learned Center

Success Story
• Overview of Success Story
• Challenge
• Solution
• Results
• Estimated Savings/ Cost 

Avoidance
• Keywords
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Inputs Process

• DOE/NNSA Submittals

• Lessons Learned

• Best Practices

• Success Stories

• Alerts

• HSS Corporate OEC

• External Data Collection

• Collect

• Screen

• Develop

• Communicate

• Report

• Trend

Tools & 
Techniques

• Statistical Analysis

• Writing

• Editing

Defense Nuclear Security Lessons Learned Center

• DNS-LLC Process
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Defense Nuclear Security Lessons Learned Center

Process
• Verification
• Prioritization
• Evaluation
• Clarification
• Communication
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Defense Nuclear Security Lessons Learned Center

Application of Statistical Analysis 
Techniques
• Control Charts
• Pie Charts
• Bar Charts
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Defense Nuclear Security Lessons Learned Center

Quarterly Reports
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Defense Nuclear Security Lessons Learned Center

Human Performance Improvement
• Incorporate HPI into Lessons Learned via training and 

communications
• Incidents of Security Concern

— When is HPI desired? Required?
• High consequences – Low frequency (IMI 1s)
• High frequency – Low consequences (IMI 4s)
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Inputs OutputsProcess

• DOE/NNSA Submittals

• Lessons Learned

• Best Practices

• Success Stories

• Alerts

• HSS Corporate OEC

• External Data Collection

• Website 
Communications

• Email Distributions

• Quarterly/ Annual 
Reports

• Postings to HSS 
website

• Evaluations and Self-
Assessments

• Collect

• Screen

• Develop

• Communicate

• Report

• Trend

Tools & 
Techniques

Defense Nuclear Security Lessons Learned Center

• Statistical Analysis

• Writing

• Editing

• DNS-LLC Process
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Defense Nuclear Security Lessons Learned Center

Communication
• Provide information to the right audience in a timely manner
• Utilize a structured approach to push/pull information

— Information must be able to flow in multiple directions
— Cannot just rely upon a top-down approach, must also 

encourage a bottom-up approach
• How is information communicated /collected at other sites
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Defense Nuclear Security Lessons Learned Center

Communication Products
• Website
• What’s New
• CSI
• Tips
• Security Smarts
• Synopsis
• Quarterly Reports
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Defense Nuclear Security Lessons Learned Center

Website
• http://dns-lessons.lanl.gov/

http://dns-lessons.lanl.gov/
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Defense Nuclear Security Lessons Learned Center

What’s New
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Defense Nuclear Security Lessons Learned Center

Security Smarts
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Defense Nuclear Security Lessons Learned Center

CSI: Contemplating Security Incidents
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Defense Nuclear Security Lessons Learned Center

Other Security Communications
Defective Ammunition Alert

Human Performance Philosophy

Integrating Security With

Projects & Mission Changes

FBI Issues Valentine's Day Email Warning

Sensitive Media Awareness
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Defense Nuclear Security Lessons Learned Center

System Evaluations
• HPI Feedback
• Program Effectiveness
• Continuous Improvement
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Successes
• Integration and Participation with existing Operating Experience 

Programs
• HSS Compatible – Corporate
• 11 Operating Experiences Received/Processed
• 7904 hits on website
• 1191% Increase in Email Distribution List contacts
• Targeted distributions

Slide 31

Defense Nuclear Security Lessons Learned Center
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Defense Nuclear Security Lessons Learned Center

Challenges
— Integration of DOE O 210.2 into site 

specific programs
— Utilize DOE/NNSA Security 

Operating Experiences as part of the 
Work Planning process

— Build into management/employee 
training
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Defense Nuclear Security Lessons Learned Center

Opportunity
• Worker Recognition 
• Integration With New Organizations
• Integrated Working Groups
• Customer Driven Data Collection

and Reporting



UNCLASSIFIED

UNCLASSIFIED

Slide 34

Defense Nuclear Security Lessons Learned Center

Workshop Feedback



UNCLASSIFIED

UNCLASSIFIED

Slide 35

Defense Nuclear Security Lessons Learned Center

Questions
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