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Evaluation and Feedback
 Working Group

•
 

SMEs
 

from HS-71, HS-81, Oak Ridge, Pantex, 
and PNNL

•
 

Consolidated Working Group and HS-81 
initiatives
–

 
Solicited feedback for revision of IMI tables

•
 

HS-81 SSIMS/ITAC staff
•

 
HS-43 Office of Security Enforcement

•
 

DOE and NNSA Incident SMEs
 

from the field
•

 
DOE M 470.4-series topical area SMEs



Current Program 
Issues

•
 

All assets/events within a topical area are not 
appropriately captured, defined, and/or 
categorized

•
 

Lack of structure within the tables
•

 
Inconsistent initial notification and inquiry 
report content



Current 
Program Issues (cont.)

•
 

Confusion regarding closure date determination
•

 
Inability to account for incidents/events of 
management interest

•
 

Difficulty in changing IMI rating 
•

 
IMI-4 incidents lack tracking and trending



Why Revise the 
IMI Tables?

•
 

Descriptors too broad or unclear
•

 
Assets and/or events (i.e., incidents) not 
covered

•
 

Inconsistent application of IMIs
•

 
Redundancies in reporting (i.e. CIAC, ORPS, 
CI)



Why Revise the 
IMI Tables? (cont.)

•
 

IMIs
 

have not kept pace with current trends and 
issues
–

 
New technology

–
 

ACREM
–

 
PII

–
 

Security failures
•

 
Need to account separately for events of 
Management Interest

•
 

“Catch all” IMIs



Proposed 
Methodology

•
 

Evaluate all topical areas by assets and events 
(incidents)
–

 
Provide a mechanism

 
for adding, modifying, or deleting 

existing IMI categories sorted by the topical areas
–

 
Create new method for identifying events of Management 
Interest

•
 

Align IMIs
 

with the topical areas of the DOE M 470.4-
 series (with SSIMS structure) for improved reporting, 

tracking, and trending
•

 
Improve process for reporting, updating, and closing 
incidents 



Proposed 
Methodology (cont.)

•
 

Improve process for notification to upper 
management

•
 

Eliminate “catch all”
 

IMIs
•

 
Revise the reporting time requirements
–

 
IMI 1 and 2 will remain same

–
 

IMI 3 and 4 will become 24 hours



Proposed 
Methodology (cont.)

•
 

Numbering system
–

 
X1.Y1.Z1.X2.Z2

X1 = initial severity (IMI 1, 2, 3, or 4)

Y = topical area (2 –
 

Physec
 

3 –
 

PF, 4 –
 

IS, 6 –
 

MC&A, 1 –
 Mgmt Interest)

Z1 = event (theft = 1, loss = 2, etc.)

X2 = final severity (IMI 1, 2, 3, or 4; may stay the same or 
could up/downgrade

Z2 = final event (theft = 1, loss = 2, etc.; may stay the same or 
change based on inquiry)



Path Forward

•
 

Finalize draft DOE M 470.4-1, Section N
–

 
Finalize IMIs

–
 

Update the process flow diagram 
–

 
Address time for discovery vs. determination

–
 

Revise report content
–

 
Clarify closure requirements

–
 

Clarify root cause and corrective actions 
requirements



Path Forward (cont.)

•
 

Meet with the OCIO to resolve overlapping 
cyber security reporting requirements
–

 
PII:  Electronic vs. Hard copy

–
 

Dual reporting of cyber security incidents such as 
intrusions and compromises

–
 

Unauthorized computer use (personal misuse)
•

 
Develop an incident reporting guide

•
 

Update SSIMS incident module



??????    QUESTIONS   ??????



1.3 Confirmed or suspected loss, theft, or diversion of Category I or II quantities of 
special nuclear material (SNM).

Diversion of Cat II
•

 

X = 1 (IMI)
•

 

Y = 6 (MC&A)
•

 

Z = 2 (diversion)
•

 

X2 = 1
•

 

1.6.2.1 = IMI1, MC&A, diversion, 
stays IMI1

Numbering Example

Loss of Cat II
•

 

X = 2 (IMI)
•

 

Y = 6 (MC&A)
•

 

Z = 3 (loss)
•

 

X2 = 2
•

 

2.6.3.2 = IMI1, MC&A, loss, IMI2
Theft of Cat II
•

 

X = 1 (IMI)
•

 

Y = 6 (MC&A)
•

 

Z = 1 (theft)
•

 

X2 = 2
•

 

Z2 = 3 (loss)
•

 

1.6.1.2.3 = IMI1, MC&A, theft, downgraded to IMI2, event has 
been downgraded to loss



1.5 Confirmed or suspected loss, theft, diversion, unauthorized disclosure of Top Secret 
information, Special Access Program (SAP) information, or Sensitive Compartmented 
Information (SCI), regardless of the medium, method, or action resulting in the 
incident.

Verbal Disclosure of Top Secret -

 

No 
Compromise

•

 

X = 2 (IMI)
•

 

Y = 4 (IS)
•

 

Z = 4 (disclosure)
•

 

X2 = 2
•

 

2.4.2.2 = IMI2, Infosec, verbal 
disclosure, stays IMI2

Numbering Example

Verbal Disclosure of Top Secret -

 
Confirmed/Compromise

•

 

X = 1 (IMI)
•

 

Y = 4 (IS)
•

 

Z = 4 (disclosure)
•

 

X2 = 1
•

 

1.4.4.1 = IMI1, Infosec, verbal disclosure, 
stays IMI1



Events Z1 Definitions

1 Theft
The removal of Government property and/or materials from a DOE or contractor operated facility 
without permission or authorization and contrary to law.

2 Diversion

1.  the unauthorized removal of special nuclear material from its approved use or authorized location.  2.  
an act that attempts to reposition the protective force to a location other than where the actual adversarial 
action is taking place.

3 Loss The inability to locate Departmental interest.

4 Shipper Receiver Gain

5 Shipper Receiver Loss

6 Marking

7 Transmission Hard Copy

8 Transmission Electronic

9 Unauthorized Discharge

10 Intentional Discharge/Use of Force

11 Protective Force Fatality or Injury

12 Procedural

13 Access Control 

14 Unauthorized Removal

15 Inventory Difference

Proposed Events



Proposed Information Protection Table



Proposed MC&A Table



Proposed Management Interest Table



IMI-3.4, Confirmed or 
alleged non-compliance 
with laws or DOE 
directives/standards 
that jeopardizes 
protection of the facility 
or site security 
interests

Catch All



Catch All

IMI-4.17, Other

Continues to be used 
but is not a valid 
incident number.
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