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Be Security Smart!
Official Use Only

Official Use Only (OUQ) is intended to be viewed only by those individuals with a need-to-know.
Ensure OUOQ is properly marked and protected.

WHAT 1IS OuU o ?

Official Use Only must be unclassified and must meet both of the following criteria:

¢ Has the potential to damage government, commercial, or private interests if disseminated to people who do not need
the information to perform their jobs or other DOE-authorized activities; and

o Falls under at least one of eight Exemptions 2 through 9 of the Freedom of Information Act
(2-Circumvention of Statute; 3-Statutory Exemption; 4-Commercial/Proprietary; 5-Privileged Information;
6-Personal Privacy; 7-Law Enforcement; 8-Financial Institutions; 9-Wells).

I DENTIFYING

If the document is unclassified, as determined by an Authorized Derivative Classifier (ADC), determine the following:

¢ Does it contain information designated in an approved DOE classification guide as Official Use Only? If so, ensure
the markings below are applied and the classification guide is cited.

¢ [f guidance does not require an OUO marking, does the document contain unclassified information relating to any of
the following eight exemptions listed above? If so, does the potential for damage as described above exist? If yes,
then OUO markings may be applied but the “guidance” line is left blank.

Note: no specific authority is required to make an OUO determination, either by guidance or by category and damage

determination.

Mark the front page of documents Mark each subsequent page Official Use Only or, if
with the following marking: space is limited, use the OUO acronym on the
bottom of the page.

OFFICIAL USE ONLY .
Official Use Only

May be exempt from public
release under the Freedom of
Information Act (5 U.S.C 552), Or
exemption and

category:

Department of Energy review ouo
required before public release

Name/org:
Date:
Guidance

(if applicable):

Email messages must indicate OUO on the first line before the
body of the text. Email messages must also indicate when
attachments contain OUO information.

Note: both the exemption number
and the category name must be
entered.
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PROTETCT NG

¢ Nonelectronic Media
When using OUO, reasonable precautions must be taken to prevent access to OUO information by persons who do
not have the need-to-know. When not using it, store OUO matter in a locked receptacle (such as a room, desk, file
cabinet, or safe).

o Electronic Media
Computers used to store OUO information should have passwords, authentication, and file access controls in place
for protection.

TRANSMITTING

¢ Mail outside the facility
Use a sealed, opaque envelope or wrapping, marked with recipient’s address, a return address, and the words TO BE
OPENED BY ADDRESSEE ONLY. Any of the following U.S. mail delivery categories may be used: First Class,
Express, Certified, or Registered Mail. Any commercial carrier may be used.

¢ Interoffice mail
Use a sealed, opaque envelope with the recipient’s address and the words TO BE OPENED BY ADDRESSEE ONLY
on the front of the envelope.

o Hand-carrying between sites or within a site
The person carrying the information must control access to the information.

e Over telecommunications circuits (including fax)
Protect by encryption whenever possible.

e Email
Encrypt email with Entrust if sending outside site-specific firewall. Be sure to verify this requirement with your
organization’s cyber representative.
Note: If encryption capabilities are not available and transmission by mail is not a feasible alternative, then regular
email or facsimile machines may be used to transmit the document. An email attachment can be password protected
and the password communicated by other means. When using an unencrypted fax, transmission must be preceded by
a telephone call to the recipient so that the document can be controlled when it is received.

REPRODUCING

OUO information can be reproduced (without the originator’s permission) to the minimum extent necessary to carry out
official activities. Copies must be marked and protected in the same manner as the originals. Copy machine
malfunctions must be cleared and all paper paths checked for OUO information. Excess paper containing OUO must be
destroyed as described below.

DESTROYING

¢ Nonelectronic media
At a minimum, destroy by using a strip-cut shredder that produces strips no more than 1/4 inch wide. The decision to
dispose of any DOE or NNSA document, whether or not it contains OUQO information, must be consistent with the
policies and procedures for records disposition. Further questions about records disposition should be directed to your
records management point-of-contact.

e Electronic media
Users are not required to destroy electronic media that contains UCI. Disks should be overwritten using software such
as BCWipe before they are thrown away. Further questions about this topic should be directed to your organization’s
computer security specialist or representative.

References:
DOE O 471.3 Identifying and Protecting Official Use Only Information.
DOE M 471.3-1Manual for Identifying and Protecting Official Use Only Information.
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