
Protect Your Computer Access Credentials 
 
Protecting Your Access Credential is Crucial 
You are responsible for all activities associated with your user identification. A compromised access 
credential could allow someone to masquerade as you, resulting in unauthorized access to your 
computer or network. The masquerader could also steal information, compromise data, plant 
malicious codes (viruses, worms, and backdoors), spy on other users or launch attacks against 
other users, systems, or networks.  
 

Do NOT attach your access credential to your computer or other office equipment.  
Do NOT share your access credential with office administrators or coworkers. 

Do NOT attach your PIN to your CRYPTOCard. 
 

What is a Computer Access Credential? 
Failure to protect your computer access credentials (passwords, passcodes, passphrases, personal 
identification numbers (PIN), and electronic identification cards) could result in suspension of your 
computing privileges, disciplinary action (administrative reprimand, security infraction, or 
termination), and/or criminal prosecution. 
 
Do Not Share Your Credentials 
Managers must not log in to let another person use their accounts on Lab-wide business systems. If 
you need assistance with a task that requires access to the system, consider delegating such 
authority to the worker (if allowable) so that he or she can access that information using his or her 
own access credential.  
 
 
Reminder: Guidelines for Passwords 
Passwords must contain at least eight characters and three of the following four elements: English 
upper-case letters (A, B, C), English lower-case letters (a, b, c), Arabic numerals (1, 2, 3), and non-
alphanumeric characters (!, <, #, $). 
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