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Reproducing Classified Matter

Every worker must:

Reproduce classified documents only on repro-
duction machines approved and designated for
classified use.

Follow the rules of use for the reproduction
machine.

Hold a clearance commensurate with the level/
category of classified material being reproduced.
Reproduce classified matter only in the perform-
ance of official duties, and only produce the
minimum amount necessary.

Protect and control the classified matter being
reproduced as well as any classified matter
resulting from the reproduction process.

Ensure that no classified pages remain in or
around the reproduction machine after use. Also,
be sure the reproduction machine is clear of
residual images. For more information on
sanitization, refer to the CMPC Handbook.
Enter new reproduced classified matter into ac-
countability, if required.

The Responsible Line Manager (RLM) must:

Ensure that persons who reproduce classified mat-
ter are authorized to handle such classified matter
and are familiar with the requirements for repro-
duction in the CMPC Handbook.

Ensure that the reproduction machine is located
within a Security Area and designated for use with
classified documents. TOP SECRET documents
must only be reproduced in an area approved for
TS.

Ensure rules of use and operating instructions are
posted conspicuously near reproduction machines.
Ensure that reproduction machines to be placed in
areas where routine Technical Surveillance Coun-
termeasures (TSCM) services occur are examined
by the TSCM Team before introduction into the
area.

Networks and Media
Reproduction machines used to duplicate classified matter must not be

connected to an open, unclassified local area network (LAN); a modem; or
a telephone line or other telecommunication device. Machines that are
connected to classified LANs must meet your computer security
requirements. The remote diagnostic capabilities for classified reproduction
machines must be disabled, before copies are made. Do not remove
memory (RAM) chips in classified reproduction machines without
permission of the RLM of the organization that owns the machine.
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